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Personal Data within Big Data and Databases: Technical and Legal

Challenges in the Enforcement and Separability of Data Subject Rights
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With the expansion of data-driven technologies, personal data is increasingly collected, stored, and analyzed

within big data systems and databases. These structures, designed to enable large-scale and intelligent
information processing, provide substantial benefits for businesses but simultaneously generate fundamental
challenges regarding data subject rights. In big data environments, data is gathered in massive, diverse,
and interconnected forms, making the exercise of individual rights such as access, rectification, erasure, or
portability highly difficult due to technical and structural barriers; isolating a single person’s data within such
datasets often proves complex or even impossible. In company-owned databases, personal data is frequently
treated as part of the informational assets, creating tensions between corporate intellectual property rights over
the database and individuals’ privacy rights. The central question addressed in this article is what legal and
technical challenges emerge at the intersection of big data and databases in safeguarding data subject rights,
and how legal systems have responded. Using a descriptive-analytical method and based on library research,
the study finds that big data remains subject to a significant regulatory gap, as most legal frameworks have yet
to extend data protection obligations specifically to this context. Accordingly, enforcing data subject rights
requires new regulations tailored to the distinctive features of big data. Regarding databases, intellectual
property protection applies only to the design, structure, and organization of the database, while raw personal
data remains subject to privacy and data protection regulations.

zshakeri@ut.ac.ir JEL Classification: K24, K33, K42, 033, L86

Keywords: Big Data, Databases, Data Subject Rights, Intellectual Property, Personal Data.

Data Availability: The data used or generated in this research are presented in the text of the article.
Conflicts of Interest: The authors of this paper declared no conflict of interest regarding the authorship or publication
of this article.

““ﬂ w | VFed e/ paza g o olat/ pl g Jo | gl Bgio g 8 Sla il 0015 ool g aodloedIS (s 53  saded sbrosls



dodio .
& syl oS el ol pases sloosls jleolon (Bsio plsi 15 (ol sloinsse 3 (S
IS o 3l 00ls £ yige ol B Jlasl el 4o oylast az L Laosls s lelos 5 5)515,5
5 Lol Os oz sl B s asdlylesLuspid 9 05die o 5l 35100 e 3 Lavosls
iy 0018 laatil i asio bl (g oo oo LadlB ol Ay g o Jitis 03l S
JLisl g Bdo  cwyiwd G922 (Bedx> Jlesl cablB goas 5)lans cases slaosls SUS&5 50,3
203,550 ;I0gae

(g oo bz g 0,3 Lol CJB 9 0 Ldas sty slaosls (jgmeosls slalams 5
oS Cedlin ( S9y0 sladign 9 £ 955 gl e Jdods aoslo NS ools (slaoll g Laoslo S
S 4 0313 (a5 (pns o5 108 o0 4250 (castide 5 (B &lge L) ousl Bod sl a5l
S0 59 67500 il abpleglu )it b 3529 L g o0ls slaoll yo ool (Sl (oL
o2l g s B Sl Shls 5l casu pases sools g cewla S cews o oKL Sl
Slxlog> sloosls o olieal Bsi 5 olGL )it Lo b e8ys (658 oSl Goi Hlie (o215 !
S e Epme (2l Olgiedy s |y (e slrosls S By aSUl ohugas 1aiS o0

09y 093 e ( Boi slaplls 5| (g)lmw 45 398 g0 (8L L0l 5l 5290 (miy g0
caslo ,3 Loosls comig b ol s LU clalill g il oy (slosls (sla s ¢yloe S5
b3 loeSiis g oo (oyae 55 oledl Bgdo comss 5o ol cdlits 031 () lizon Lol (6,58
Sl b sl b slass le Lol by o (olol ool o aSlaxlge Boi> Slieloll
0920 .Y ¢ JLisil g Bdo o campiws 92 (Ssi Jloel )5 (SBodo 9 (8 sla il Vi olesl oo
sloplls (os5geal Oliwe ¥ iloosls 1o 50,8 Gpdo 5 Sy (6,58 oSl Gl (o)L Sl
3573 smye e LBosls S 15wl oo Lt lonie (slaasl conig ool 4 S5 g0 gl
b8 cusdle Oloe b 55 Lol 0392 )3 sl (Soad Jro 55 G331 ()l JLasl g 3l
el e il oyt mpy> aslyd i A subonsd ases sbaosls 5 mooleyle s b

037 S9lS el Sanosmly 9 oyl (Censt siewl ot e (25w 99 )0 pol> allie
Loools Faim Jlosl Bgi>g 3 sla o o) w103l 0oL g 00lo WS caseis (slaosls
Wl 3 Pl 08 Glads )3 Laosls 1 (63,8 Fai 9 LaolSol (6,58 coSle ol s i
(stirs oaze VL gl 5 Sl (5955 plKtn ol Glyie gyl aolosl Gy o Lines ks
e 4 IS 9ot Boae (canlb ol ol o e 0316 5 55 ol 53 509 45 Lol 3

g2l (Bgin g 8 Sl l> 10015 (ool g Laoolo DS plas 58 paded slaosls | V¥ob o / porame g do oyloss / gl o Jlo | m ‘fo



gl

330 Bshe 5 69,8 Gob Ole pyled 4 g Wilaszloy (8 slaaiz b (6,58 oSl pogas
by Olalllas 1 pols> poagsy dciog )l Lalles SO casiins o)Ll slosls (sla,lusL
10 4S5 by eSS

ol paplio Ly ¥
(5 Sl ket sl 5 28 pplin by oletl opasl 4 cplie b gy ol sl 52
5 5S 50 513 (yyr 9 inyal 090 0010 s SGL g Laosls (NS casess (slaosls popie Loyl

oz ooty -
Juzes Glaybl o ehagas o sLss jo aS cnlapludl (ool Bgdo 5l cogas oo 1 5>
5Tl 8 s slaosls pspho ol 3550 50 5 bl SlNbI cogas ooy oL (g5 (S0
sacel gyl ool slaosls s clslis  ogas e Fosle ) o )5 caseds ool cinlad o el
3,8 1998 so ol ) lules BB L sas slolet s 63,8 4 bgye Sledbl £55 10 a8 ol
baulis S5 slaosls  olulit o)la ol ez slrosls b jlas el o8 Slulis LB
sl ololis BB celazzl g 53,8 sla Siug b o

wfysle YA Laosls 5l clsliz eil8 Ll o aslasindy spolive cinled cilisee slaygs
cree 33 Yo 5"z SOl (o il sl 00,8 Lk |y iy olas gyl 4l 5l gy
et sosls (i iled Lol o)l Sgzg Jhad ol cinyyad saseie YL s as)ls | 5,Ss,
el SLeALNAF Sloys (Lot (g pdscadgioms 5 Jlinl coll (o5l Sas saslos S cayas

OBUSBrae cogar moy> Laas (938 ( Ul mhas jo . Sls oo sasen cols |, Slulis LB

asliobl e pleol s Shad (23 )0 (plrsl slaosls (Fsi> consg (Vo) casmayial L by3) slasbobl e (ol ) S92 (oo)ld e Lo

233185 o0 950 oyl 4 oS sl (ol ol « pogad G )l cwlis)lS
OF o t(1F) (LS b3 Y

3. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural

persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/

EC (General Data Protection Regulation GDPR), art 4(1).

4. UK Data Protection Act 2018.

5. Bundesdatenschutzgesetz BDSG 2018.

6. Personal Information Protection Law PIPL, 2021.

7. Digital Personal Data Protection Act, 2023.

8. Health insurance portability and accountability act of 1996 (HIPAA), CFR §160.103 45: Protected Health Information

(PHI).
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1. California consumer privacy act 2019, 1798.140 Section.
2. Virginia consumer data protection act 2021, 575-59.1 Section.
3. Big Data
4. ASPE, (2018); pp 3-4.
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6. Veracity
7. Value
8. Validation
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10. Big data LDN, (2018).
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1. Velivela et al, (2016); pp 171-173.

2. Radon, (2015); pp 5-8.

3. Chancey, (2024).

4. Database

5. Database management system

6. Elmasri & Navathe, (2015); pp 4-29.

7. World Trade Organization. (1994). Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS). art 10(2).
8. Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases.
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4. Zhou et al, (2017); pp 351-354.
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1. Algorithmic bias

2. Agh, (2020).

3. Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised
rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU)
2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial
Intelligence Act).

4. Trail, (2024).

5. Black Box

6. Pavlidis, (2024); pp 294-300.
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2. Access Control Technologies
3. Role-Based Access Control - RBAC
4. Homomorphic Encryption - HE
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1. Secure Multi-party Computation - SMC
2. Data Anonymization

3. Prevention of Identity Disclosure

4. Prevention of Attribute Disclosure
S.Jhaetal, (2017); p 88.
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1. Informatica, (n.d).
2. Copyright
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6. European Parliament and Council of the European Union. (1996). Directive 96/9/EC of the European Parliament and of the

Council of 11 March 1996 on the legal protection of databases. Official Journal of the European Union, L77, 20-28.
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. Sui generis
. Gervais, (2007); pp 1120-1126.
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Davison, M. (2020). Databases and copyright protection, in T. Aplin (ed.), Research Handbook on Intellectual Property and

Digital Technologies (Cheltenham: Edward Elgar).

Minero, G. (2012). Did the Database Directive actually Harmonise the Database Copyright? Football Dataco Ltd. v. Brit-
tens Pools Ltd. and the ECJ’s Rules against Subsistence of Database Copyright in Fixtures Lists. European Intellectual
Property Review. pp 729-732.
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